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B kauectBe wncrounmka yrpos MH(OPMALIMOHHOMH 0e30MacHOCTH MOjKeT BBICTYIIATh
HCJIOBEK JIMOO Ipynma Jioel, a Takke HeKUe, HE3ABUCILLNE OT JeATENIbHOCTH YeJIOBeKa,
lpossienus. Mexons us storo, Bee MCTOUHHUKH YIPO3 MOIKHO PasieiuTh Ha TPHU IPYMTIbI:
l. _Yenoreueckuii daxrop. HaHHas rpynna yrpos cBsizaHa ¢ AeiicTBHSMMU
1CJI0BeKa, HMEIOLIer0 CaHKUMOHMPOBAHHbI WK HEeCaHKUMOHUPOBAHHLIH a0CTYN K
uH(popMaruu. '
Yrpos3bl 3TOH rpynnsl MOXHO pa3ennTh Ha:
® BHEUIHHE, K HUM OTHOCHTCS IeHCTBHUS KHOep-NpeCTYIIHUKOB, XaKepoB,
MHICPHET-MOLICHHUKOB, He/100POCOBECTHBIX NapTHEPOB, KPUMHHAITbHbIX
CTPYKTYP;

® BHYTPEHHHE, K HUM OTHOCATCS ACHCTBUS HepcoHana KOMIMaHuH, a Takke
MONE30BATENICH JOMAIHEX KOMOBIOTEPOB. JleifcTBUS MaHHbIX Jnoae Moryr
ObITh KaK yMBILLTEHHBIMH, TaK U CIly4aiHBIMH.

2. _Texnuveckuii _taktop. ta I'pylna yrpo3 cCBs3daHa ¢ TEXHUYECKHUMHU
npobreMamMu  —  dusMUeckoe U MOpanbLHOE  yCTapeBaHWEe  HCHOJB3YIOMIErocs
000pyIOBaHMS, HEKAUECTBEHHbIE MPOTPaMMHBIE W aMllapaTHble cpeacTBa 0O6paboTKH
uHpopMainu. Bee sto NPUBOINT K OTKasy oOOpYHOBaHHS W 324aCTY0 TIOTEPH
UH(OpMan UK.

3. _CruxuiiHeiiddakrtop. Dra Ipynrna yrpos BKIHOYaeT B cebsi mpupoaHbie
KATAKIIM3MBI, CTUXUHHBIC O€ACTBHA M TIpouHe (Gopc-makopHere obcrosTeNbCTBa,
HE3ABUCALINE OT JEATENLHOCTH JIFO e,

Bce tpu metounmka yrpos neo6xommumo 00sI3aTeNBHO yIUTHIBATH TIPH paspabotke
CHCTEMBI 3alUThl HHPOPMALIMOHHOMN Ge30MaCHOCTI.

Pazsutie coBpeMeHHBIX KOMITLIOTEPHBIX TEXHONOMHH M CPEJICTB CBSI3M  jlaer
BO3MOXHOCTD 3JI0YMBIIUICHHUKAM WCNOJIb30BATh pasinyHbIe HCTOYHHUKH
pacnpocTpaHeHus yrpos.

HUnrtepuer

[nobanbhas  ceth  Uutepher YHUKaNbHA TEeM, YTO HE SBIAETCH Ubeii-TO
COOCTBEHHOCTLIO U HE UMeer TEPPUTOPHATIEHEIX TPAHUIL. 3TO BO MHOTOM CIIOCOBCTRYET
Pa3BHTHIO MHOIOYHUCIIEHHBIX BeG-pecypcoB W obmeny wHdopmanmeii. Ceiiuac 1060i]
HCAOBER MOKET 110J1yYUTh JIOCTYIl K JIaHHBIM, XPaHALIUMCS B Wnrepnere, unu co3nates
CBO#H coOCTBeH Bl BeG-pecypc.

Omuako 314 ke  ocoBenHocTH rodaneHOH  ceTH  mpejocTaBAfIOT
HIOYMBILINCHHUKAM BO3MOXKHOCTB COBEPUICHHS IPECTyMIeHHii B Hareprere, nmpu stom
3ATPYAHAS UX OOHapyIKEHMEe U HAKa3aHHe.

3MOYMBIIIEHHHKN pa3MeraoT BHPYCBl U NPYTHE BPENAOHOCHBIC MPOrPaMMBbl Ha
BeO-pecypceax, "MackupyloT" ux Mo nose3Hoe u OecmiaTHOE mporpamMmHOe obecrieyerue.
Kpome Ttoro, ckpuntel, aBTomaTHuecku 3alTyCKaeMbIC 1PH OTKPBITUH BeO-CTPAHHIbL,
MOTYT BBITOJHATE BPEJIOHOCHBIE JICHICTBHS HA Ballem KOMIIBIOTEPE, BKIOYAS W3MEHEHHe
CHCTEMHOTO peecTpa, Kpaxy JMYHBIX JaHHBIX H YCTaHOBKY BPEJIOHOCHOTO MPOIPAMMHOI0
obecrieueHus.

Hcnomesys  cetesbie TEXHOJIOTHY,  3JIOYMBIUIIEHHHKH — PEalM3yIOT araku  Ha
YAAJICHHbIC HACTHBIC KOMIMBIOTEPBI M CepBepa KOMIaHMUil. PesynbraTom Takux artak mosker
ABJIATLCA BRIBELICHUC Pecypea U3 CTPOs, MONYUCHHE MOTHOIO AOCTyTIa K pecypcey, a,



clienioBaTeNbHO, K HH(OPMAIIMK, XPaHSIIEMCS HAa HEM, HCIIO/L30BAHHE pecypca Kak 4acTH
30MOH-CeTH. '

B cBsi3M ¢ MOSIBICHUEM KPEIUTHBIX KapT, 3JIEKTPOHHbIX JIEHET U BO3MOXKHOCTBIO MX
UCTIONIb30BaHuA  vepe3s WuTepHer (UHTEpHET-MaraswHbl, AyKIMOHBI, TIePCOHAIBHBIC
CTpaHMIlbl OAHKOB M T.J.) HHTEPHET-MOIIEHHHYECTBO CTall0 OAHHUM H3 Haubojee
pacipoCTpaHeHHBIX MPECTYILIEHUIA. '

Untpaner

MHTpaneT — 3TO BHYTpeHHSSI CeTh, CHENUaTbHO paspaboTanHas A1 yrnpasleHwHs
uHMOPMaLUeH BHYTPH KOMIIAHWH WIIH, Hampumep, 4acTHOM TomaiuHelt ceru. Mutpaner
ABJACTCH CIHBIM IIPOCTPAHCTBOM IS XpaHeHus, oGMeHa U J0oCTyna K HHPOPMALHH Juls
BCEX KOMITBIOTEPOB ceTu. llodTomy, ecnn Kakoii-mnGo W3 KOMITHIOTEpPOB ceTH 3apameH,
OCTAJIBHBIC KOMIIBIOTEPbI NMOABEPralOTCS OTPOMHOMY PHCKY 3apakeHHs. Bo usbexanue
BO3HUKHOBCHMA TAKUX CUTYaUHH HEOOXOOUMO 3allUIIAThL HE TONBKO MEPUMETP CETH, HO U
KaK/IbIH OT/IC/IbHBIH KOMITBIOTEP.

JIeKTPOHHAN OYTA

Hanuure mouToBBIX Npuiioxkennii MpaKTHUECKH HA KaXKIOM KOMIIBIOTEPE, a TAKKE
TO, YTO BPE/IOHOCHBIC TPOTPAMMBI T110JIHOCTBH' UCTIONB3YIOT CONEPIKUMOE INCKTPOHHBIX
A/IPECHBIX KHUI 11 BLISBIEHUS HOBbLIX JKEPTB, obecrieunBaeT GaronpusiTHbiC yCII0BHMSI
AL paclipoCTpaHeHusi  BPeNOHOCHBIX — mporpamM. [lone3osarens  3apaxeHHOIO
KOMIIBIOTEPA, caM TOrO He MOMO3peBasi, PACChUIAeT 3apakeHHbIC TMHChMA azgpecaram,
KOTOPBIE B CBOIO OYEPENb OTNPABISAIOT HOBbIC 3apayKeHHbIE MUCHMA W T, Hepenku
CIIy4au, KOrja 3apakeHHbIH (aili-10KyMEHT 1o IpUYnHe HEJIOCMOTpA MONaJaeT B CIIHUCKU
PACCLUIKH KOMMEpUecKoi HHMpOpMALMK KaKo#i-1160 KpynHol KomnaHuamn. B stom ciy4dae
CTPajaloT He MATh, a COTHH MM NaKe THICAYM aOOHEHTOB TAKHMX PACCHLIOK, KOTOPbIE
3aTEeM pPasOUUIIOT 3apakeHHble (aiabl mecsTKam ThICSYaM CBOMX aB0HEHTOB. [TOMUMO
YIPO3bl TMPOHUKHOBCHHS BPEJOHOCHBIX MPOrpaMM CYIIECTBYIOT NpobieMa BiellHell
HEKEJIATE/ILHOM [10YThI PEKIAMHOI0 XapakTtepa (crama). He siBnssich HCeTOUHMKOM npsaMoi
YTPO3bl, HEWKE/IATCIIbHAS KOPPECHOHACHUUS YBETHUMBACT HAIPY3KY HA [TOYTOBBIC cepBepa,
CO3MACT NONONHUTE/ILHBIH TPauK, 3acOpAET MOYTOBBIA AIIMK MONB30BATENS, BEAET K
MoTepe paboyuero BpeMEHU M TeM CAMBIM HAHOCHT 3HAYHTE/bHbII (buHaHCOBbII ypOH.
Taxxe BakHO OTMETHTBL, YTO 3/IOYMBILUIEHHUKH CTalHd HCNOJIb30BATL TAK HA3bIBAEMBIE
CHAMEPCKHE  TEXHOJIOTMH MAacCOBOTO  pacllpOCTPAHEHUS M METOIAbl  COLUATBHOIO
WHKUHUPUHTA, 4TOOB! 3aCTABUTH T10J1b30BATEsl OTKPBITH THCHMO, MEPENTH MO CCBHLUTKE U3
MUCbMa HAa HEKWH HWHTepHeT-pecype W T.1. M3 storo CIIENYET, HYTO BO3MOMKHOCTH
GunpTpaumMu cnama BakHbI HE TOJLKO CAMH 110 cebe, HO W IS TPOTUBOIEHCTRUS
HCKOTOPbIM HOBBIM BHIAM MHTEPHETMOIIEHHWYECTBA (Hampumep, (QUIIMHTY), a TakKe
PacIIpoCTpaHeHUIO BPEIOHOCHBIX IPOrPAMM.

Cremuble HocuTen uHpoOpManHK
CbeMible HOCHTENM — JIUCKH, (Jlell-KapThl — HPOKO HCHOJIB3YIOTCS /I XpaHEeHUs
U nepeiaud nHPopMaIuu.



ITpu sanycke daiiina, cojepkainero BpeIoOHOCHBI KO, CO CheMHOTO HOCHTES BbI
MOXeTe MOBPCIUTh JaHHblE, XpaHAN[Mecs Ha BalleM KOMMBIOTEPE, d  TAKKe
pacnpocTpaHUTh BUPYC HA APYIUe JIUCKA KOMIIBIOTEPA UITH KOMITbIOTEPbI CETH.

Buasi yrpos. /

Yepau (Worms)

JanHasi KaTeropus BpelOHOCHBIX NMPOTPaMM JUlsl PACHIPOCTPAHEHHS HCIONL3YET B
OCHOBHOM YA3BUMOCTH OINEPAaLHOHHbIX cucTeMm. Ha3Banue sToro kiacca Obl10 DaHO
MCXOJIS U3 CIOCOOHOCTH YepBeil "nepenon3ars’ ¢ KOMITBIOTEPA HA KOMIILIOTED, HCIIOMb3Y
CETH, JNEKTPOHHYIO NOUTY U JIPYIrue MH(OPMAlMOHHBIE KaHalbl. Takxke Grmaronaps »romy
MHOTHE YepBHM 00lamalT JI0CTaTOYHO BBICOKOH CKOPOCTBIO pacrpoctpaHenus. Uepsu
MPOHUKAIOT HA KOMITBIOTEP, BBIYHMCIISIIOT CETEBbIC agpeca JAPYIMX KOMIILIOTEPOB W
pacCelIaloT 1Mo OTUM aapecaM CBOM KOMHU. IIOMMMO CeTeBBIX aJIpecoB 4acTo
UCITOJIb3YIOTCA JaHHBIE A/IPCCHOH KHUI'M IOYTOBBIX KIHeHTOB. llpeacraBurenu 31010
KJjlacca BPEJOHOCHBIX IPOrpaMM MHOI/IA co3atl0T paboune (haiiibl Ha TUCKAX CHCTEMBI, HO
MOIryT BOOOIIE He 0OpallaThes K pecypeaM KOMIBIOTEpPa (3a MCKITIOYEHHEM OIlepaTHBHOI
MaMsITh).

Bupycsot (Viruses) ,

[Iporpammel, KoTOpble 3apa)aloT Apyrue Mporpammbl — J0OABISIOT B HUX CBOIi
KOZ, YTOOBI MOIYYUTH yNpapieHHe TPH 3allycke 3apakeHHBIX (aiinoB. ITo mpocroe
OTPENE/ICHNE NAeT BOSMOYKHOCTD BBIABMTH OCHOBHOE JICHCTBHE, BBINOIHAEMOE BUPYCOM —

sapaicenue.
Tposnckue nporpammsl (Trojans)
I IporpamMmel, KOTOPbIE BLIIOJIHAIOT Ha nopaxaeMbIX KOMIILIOTEpax

HECAaHKUMOHHWPOBAHHbBIE [10JIb30BaTE/eM JICHCTBUS, T.€. B 3aBUCUMOCTH OT KaKMX-THOO
YCJIOBUHA YHHUYTONKAIOT HHPOPMALMIO HA AMCKAX, NMPUBOJAT CHCTeMy K "3aBucanwio",
BOPYIOT KOHQUIAeHUMaNbHYI0 WH(popMauuio u T.4. JlaHHelii Kiace BpeIOHOCHBIX
NporpamMm He ABJIACTCS BUPYCOM B TPaAMLMOHHOM MOHMMAaHHH 3TOro TepMuHa (T.e. He
3apakaeT JIpyrue uporpamMmbl WJIM JaHHbIE); TPOSHCKHE MPOTPAMMBI HE CHOCOOHBI
CaMOCTOSITENILHO TIPOHUKATH HA KOMITLIOTEPLI W PACIPOCTPAHSIOTCS 3JI0YMBILIIEHHUKAMM
IO BUOM "10J1e3HOr0" nporpaMmHoro obecnevenus. [Ipu 3ToM Bpes, HAHOCHMbIH UMK,
MOJKET BO MHOTO Pa3 TIPEBbILIATE MOTEPU OT TPAIUIMOHHON BHPYCHOMN aTaki.

B nocnennee Bpems HanOosee PacmpoCTPAHEHHBIMH TUIIAMH BPEJIOHOCHBIX TTPOTPAMM,
MOPTAIIMMH  KOMIMBIOTEPHBIC NaHHble, cTanu 4epBu: Jlajiee no pacnpocTpaHEeHHOCTH
CJACAYIOT BHPYChl M TPOSHCKWE mMporpammbl. HekoTopble BpeIoHOCHBIE MpOrpaMMEl
COBMELIAIOT B cebe XapakTepUCTUKH JABYX HIIM JaKe TPeX M3 MEePeUYMCIICHHBIX BbIIIE
KJIACCOB.

IIporpammei-pexitambl (Adware)

IlporpamMmHbIii ko1, Ge€3 BemoMa TONB30BaTellss BKIKOYEHHBIH B MPOrpaMMHOE
obecrieyeHe ¢ LETBbI0  JIEMOHCTPAIMM  PEKJIAMHBIX  0OBABIeHMit. Kak mpasuio,
IIPOTPaMMbI-pPEKIIaMbl  BCTPOCHBI B NpPOrpaMMHOE ObecreueHue, pacrpocTpaHsionieecs
Oecrutarno. Peknama pacronaraercs B pabodueM wmmTepdeiice. 3auacTyio aHHbIE
NporpaMMbl TaKKe COOMPAIOT U TepenpasiisiioT CBOEMY pPaspaboTUMKy MepcoHaIbLHYIO
MH(OPMALIMIO O NOJB30BaTENE, U3MEHSIOT Pa3inyHbIe TAPAMETPbI Opayzepa (cTapToBLIC U
MIOKCKOBbIC CTPAHUIIBI, YPOBHHU 0€301aCHOCTH H T.J1.), 4 TAKIKE CO3/Ial0T




HEKOHTPOJIMpYeMbIl  Tonb30Baresem Tpahuk. Bce 5To  Mmoer IPUBECTH Kak K
HapyIIEHHIO MONUTHKH OE30MIaCHOCTH, TAK H K NPSIMBIM (hHHAHCOBBIM OTEPSIM.

[porpaMmei-mnuons! (Spyware)

[Iporpammuoe obecneuenue, MO3BOJIAIOILEE COOMPATE CBEAEHUS 00 OT/AEIBHO B3STOM
TMOJIB30BATENE UM OpraHu3auMu Oes ux Benoma. O HaJMYMH NPOrPAMM-IIIHOHOB Ha
CBOGM KOMIILIOTEPE BBl MOXETe M He JoraiplBarhest. Kak mpaBuiio, nepo 1porpamm-
IIMHOHOB SIBISETCH:

" OTCIEKUBAHWE NEHCTBHI T101B30BATENIS HA KOMITBIOTEPE;

» ¢OOp MHDOpPMAINKM O CONepPKAHUHI KECTKOrO AUCKa; B 3TOM CITyuyaeT uallue BCero
peib HACT O CKAHUPOBAHMUM HEKOTOPbIX KATAJIOrOB W CHCTEMHOLO peecTpa ¢ Lenanio
COCTABJICHMA  CITUCKA  MPOIPaMMHOIO  OOCCHEYeHHs, yCTAHOBACHHOrO Ha
KOMITBIOTEpE;

» ¢OOp MHpOPMAINK O KauecTBe CBA3H, crocobe NOAKNIOUYECHHA, CKOPOCTH MoaeMa |
T.JL.

Iorenunanbo onacHbie npunoxenus (Riskware)

llporpammHuoe  obecrieuenmue, KOTOpoe HE HMeeT KaKoi-mubo BpenoHOCHOI
QYHKUMH, HO MOXer OBITh  HCIIONB30BAHO 3JJOYMBILLTIEHHUKAMH B KayecTRe
BCIIOMOIaTe/IbHBIX KOMIIOHCHTOB BPe/I0HOCHOH IPOTpaMMsl, NOCKOJIbKY COAEPKUT Operin
M omudku. IlpH HEKOTOPBIX YCIOBMSX HANUYHE TAKHX MpOrpaMM Ha KOMIILIOTEpe
MONABEPraeT Ballln  faHHble pucky. K TakuMm mporpamMmaM  orHocstes, HapumMep,
HEKOTOPBIC  YyTUIIMTHI YJIa€HHOTO aJAMUHHCTPUPOBAHMS, [IPOTPAMMBI  AaBTOMATHYECKOIO
NEPCKIFOYCHNS  pacKanku kaasuatypel, IRC-knneHThl, FTPcepBepa, BceBo3MoMkHBIE
YTHIHTLL 1711 OCTAHOBKU NPOLIECCOB MIIH CKPBITHS HX PaBoThI.

Eitte onum BuoM BpenonocHbix Iporpamm, siBISIOLLUMCS TTOTPAHWYHBIM 1151
Takux niporpamm kak Adware, Spyware u Riskware, ssistores MPOIrpaMmsl,
BCTpanBatoLlidecs B yCTAHOBICHHBIH Ha KOMIIbIOTepe Gpaysep u [epeHanpagpisiiomue
Tpaguk.

1lporpammei-yTtku (Jokes)

[Iporpammioe obecreucnue, He [PHYHHAIOIICE KOMIIBIOTEPY KaKOTO-JIMO0 NpamMoro
Bpe/id, HO BRIBOJIALIEE COODIIECHHSI O TOM, 9TO TAaKOH Bpen yKe npuvuHeH, 1nbo Gyuer
NPHIAHCH  TIpH Kakuximubo ycnosusx. Takue mnporpamMmbl  uacto peay npex1aoT
MOMB30BATENS O HECYINECTBYIOIEH OMAaCHOCTH, HATPUMep, BBIBOLST COOOUIEHHUS ©
QOPMaTHPOBaHHK 1UCKA (XOTS HHKAKOLO (popmatupoBanus Ha camom jene  He
MPOUCXO/IMT), OOHAPYIKUBAIOT BUPYCHI B He3apaKeHHbIX dainax u ..

IIporpammer-mackuposimku (Rootkit)

YTUINTLL,  HCTIONb3YeMbIE 1S COKPBITHSl  BPe/JIOHOCHOH axkTuBHOCTH. OHU
MAaCKMpyIOT =~ BPENIOHOCHBIC  MpPOrpaMMbl, YTOOLI  M30eXaTh  uX oOHapyKeHUsI
AHTHBUPYCHbIMH nporpaMmMami. lporpammebi-mMackuposimku MOAMDHLHPYIOT
ONEPALIMOHHYIO CHCTEMY HA KOMIBIOTEPE M 3aMEHSTh OCHOBHBIE ee GyHkuMH, uTOGH
CKPBITH  CBOE COOCTBEHHOE NPHCYTCTBHE W HeiiCTBHS, KOTOPbIE [PEANPUHHMAET
3IOYMBIIITEHHUK Ha 3apakCHHOM KOMMBIOTEpE.

lIpoune onacuple nporpaMmpr

[porpammsl, coznannbie s opranusannu DoS-aTak Ha yaaneHHbIe cepsepa,
B3/IOMa JIpyrHX KOMIBIOTEPOB, & TaKKe SBISIOIIMECS HacTbio cpeasl  pazpaboTku




BPCIOHOCHOTO NPOrpaMMHOro obecrederus. K TakuM mporpaMmam OTHOCSTCS XaKepeKue
yrunutsel (Hack Tools), KOHCTPYKTOpBI BUPYCOB, CKaHEPhI ysi3BUMOCTEIA, IporpamMMmel JIs
B3JIOMa Maponed, NpovWe BHABI [IPOrpaMM Ul B3JI0OMa CETEBbIX PECYPCOB HIH
TTPOHUKHOBEHUS B aTaKyeMYIO CUCTEMY.

XaKepcKue aTaku ,

Xakepckue araku — 3TO JeHCTBUS 310YMBIUUIEHHHKOB MIIH  BPELOHOCHBIX
nporpaMm, HampaBleHHbIC HA 3axBaT MHQOPMALHMOHHBIX JAHHBIX  YJAJEHHOTO
KOMIIBIOTEpA, BBIBEICHHC CHCTEMBLI M3 CTPOs. WJTH TOJYYEeHHE TIOJIHOrO KOHTPOJS Hajl
pecypcaMi KOMITbIOTepa.

Hexoropbie BUABI HHTEPHET-MOIIEHHHYECTBA

@uimuar  (Phishing) — BHI WHTEpHET-MOLIGHHHYECTRBA, 3aKIHOUAIOLIMICT B
pacchblIKe IEKTPOHHbIX COODIIEHUH C NENbI0 KPakn KOH(MUASHIHAILHON UHpOpPMALINH,
KaK IpaBuiio, (PUMHAHCOBOro xapakrepa. OUIIHHT-COOOIEHUS COCTABNSIOTCS TAKHM
0bpasom, YTOOBI MAKCHMABHO MOXOIUTH HAa MH(BOPMALHOHHBIE MHCHMa OT GAHKOBCKIX
CTPYKTYp, KOMMNAHHH W3BECTHbIX OpeHnoB. ITucbma comepskar ccblIKy Ha 3aBeIOMO
JIOKHBIA CAlT, ClENManbHO [10JATOTOBIEHHBIN 3I0YMBIIUICHHUKAME M SBJIAIOLIMIICS
KOIMUEH caiiTa OpraHusalMu, OoT siIKOObl MMEHHM KOTOpOH HMpuUITo mucbMo. Ha nanmom
caiiTe MoJIL30BaTENIO MPeANaraeTCs BBECTH, Harpumep, HOMep CBOEH KPe/JIMTHOH KapThl 1
APYTYHO KOHQUAEHUMANbHYIO MH(pOpMalmio. Jl03BOH Ha [1aTHEIE HHTEPHET-PECYPChl —
BUJ HHTCPHET-MOUIEHHUYECTBA, CBS3AHHbIH ¢ HECAHKIIMOHHPOBAHHBLIM HCIIONb30BAHUEM
NJATHEIX ~ MHTCPHET-PECYPCOB  (4alle BCEro 5TO  BeOCANTHI  MOPHOrPadhHIECKOro
COZCPIKaHMs). Y CTAHOBICHHBIE 3TOYMBIMIICHHUKaMK TiporpaMmbl (dialers) MHULHHPYIOT
MOIEMHOC COC/IMHCHUE C Balllero KOMNBIOTEPA Ha [IaTHbI Homep. Yaiue Bcero
MCIOMb3YyEMbIC HOMEPA HUMEIOT OYeHb BRICOKHE TapH(bl, B Pe3yNbTaTe IOJIL30BATENb
BBIHYXJIeH OTIJIa4uBaTh OTPOMHBIC Tele(OHHbIE CUeTa.

Haps3zuuBasi pexiiaMma — 9TO BCIUIBIBAIOIINE OKHA U PEK/IAMHBIE OanHepsl,
OTKPBIBAIOLIMECS TIPH paboTe ¢ Beb-caiitamu. Kak npasuio, nadopmalius, comepkaiiaics
B HMX, HE ObIBACT [10JIE3HOM. HeMoHCcTpaLus BCIIbIBAIOIIMX OKOH U OaHHEpOB OTBIEKAET
NOJIL30BATENS OT OCHOBHBIX 38/1a4, yBenruuBaeT 06seM tpaduka.

CnaM — 5TO aHOHMMHasi MaccoBas pAaCChUTKA HEKENATENbHBIX MTOUTOBBIX
cooOweHni. Tak, cnamMoM SBAAIOTCS PACCHUIKH  PEKIAMHOIO, MOMHTHYCCKOFO 1
ArHTallMOHHOr0 XapakTepa, MUChMA, MPHU3bIBAIIIKE TOMOUL KOMY-HUOYAb. OTaelbHYIO
Kareropuio crama COCTaB/sIoT MUCkMA € MPEAIOKEHUAMHE OOHATUYHTE BONBIIYIO CyMMY
ACHETr UIlM BOBJICKAIOIIME B (DUHAHCOBHIC [IMPAMUEI, & TAKKE MHCHMA, HATIPABIEHHbIC HA
KpaKy NapoJici i HOMEPOB KPeJIMTHBIX KapT, MHCbMA ¢ MPOCKBOi Mepeciiarh 3HaKOMBIM
(Hampumep, muckMa cvacThs) W T. m. Clam CyLIecTBEHHO YBEJIHYMBACT HArpy3Ky Ha
MOYTOBBIC CEPBEPA M 110BBILIAET PUCK NTOTepH HH(MOPMALIMU, BAXXHOMN /U ONB30BATENIS.




IHpusnaku 3apanxenns
Ectb psia npu3HaKoB, CBUACTENBCTBYIOUIMX O 3aPAKEHHH KOMIbIOTEpa. Ecin Bbl
3aMe4acTe, YTO ¢ KOMIIBIOTEPOM MIPOUCXOIAT "cTpaHHbBIe" Belld, @ UMEHHO:
® Ha DKpaH BBIBOJSITCS HENPENyCMOTPEHHbIE cO00LIEeHMsI, u300paxeHns 1160
BOCIPOU3BO/IATCS HETIPEAYCMOTPEHHBIE 3BYKOBbIE CUTHABI;
® HCOXHUIAHHO OTKpbIBaercst MW 3akpeiBaercss Jjiotok  CD/DVD-ROM-
YCTPOMCTRBA;
® IPOM3BONBHO, Oe3 Ballero yyacTus, Ha BalleM KOMITBIOTEPE 3aIlyCKAIOTCs
KaKkue-)1n00 Mporpammesl;
® HA BKpaH BBIBOUATCS IPEAYNPER/IEHHS O MOMBITKe KaKOH-THOO U3 nporpaMm
BAIIETO KOMIbIOTEPA BLIHTH B HHTEPHET, XOTS BB HUKAK HE MHUIIMMPOBAJIHU
TaKO€ ¢e MOBeJACHHE, TO, ¢ OONBLIONH CTCMEHBIO BEPOATHOCTH, MOKHO
NPEATONIOKUTE, YTO Balll KOMIIBIOTEP NOPaKEH BUPYCOM.
Kpome toro, ecth HeKOTOpbLIE XapaKTepHbIe NPU3HAKHI T10PaKeHHs BHPYCOM yepes
TTOYTY:
® /py3bA WIH 3HAKOMBIE 'OBOPST BaM 0 COOOLUCHHUAX OT BAC, KOTOPbIE BBl HE
OTNPABIISIIK;

r

® B BallleM [104TOBOM sllHKE HAXOAUTCS 00JIbIIOE KOJHYCCTBO COOOILUCHHUIT O3
00paTHOTO azmpeca M 3aroj10BKa.
Caemyer OTMETUTB, UTO He BCeryla TAKHE TIPU3HAKU BBI3BIBAKOTCH TPUCYTCTBUEM
BupycoB. MHorna onu MoryT 6BITE ciicIcTBHEM APYIUX MPHYUH. Hanpumep, B ciyuae ¢

TIOYTOH 3apaeHHble COOOMIEHUS MOTYT PACCHIIATBCA € BAILIHM 0OpPATHHIM aJpecom, HO He
C BaIlIEr'0 KOMIBIOTEPA.

Ectb Takoke KOCBeHHBIE NPU3HAKM 3apaKeHMs BaLlero KOMIIBIOTEpA:

® 4acTble 3aBucaHus U cOou B paboTe KOMIBIOTEPA;

® MeAeHHas paboTa KOMILIOTepa TIPH 3al1yCKe TPOrpamMm;

® HEBO3MOJKHOCTb 3arpy3KH ONepalliOHHOH CHCTEMBI,

® HCYe3HOBeHHe (ANJIOB M KATalOroB HITH HCKAKEHHE UX CONEPKHMOro;

® Jacroe oOpauleHHe K SKECTKOMY JIMCKY (9acTo MHraeT jaMnouka Ha
CHCTEMHOM OJI0Ke); "

® BeD-Opaysep (Hanpumep, Microsoft Internet Explorer) "3asucaet” unu Bener
ce0s HeOKUOAHHBIM 00pa3zom (HanpuMmep, OKHO IIPOTPaMMbl  HEBO3MOIKHO
3aKpbITh). B 90% ciyuaes Haiuune KOCBEHHBIX CHMITTOMOB BhI3BAHO cO0OEM B
anmapaTHOM WJIH [MPOrPaMMHOM oOecrnedeH uH.

HTo aenarTn NpH HANHYHA IPH3IHAKOB 3apasKeHHsI
Ecln BBl 3aMeTHIH, 4TO BalT KOMIBIOTED "BesleT cebs Moo3pHTENbHO":
* OTKIIOYUTE KOMIBIOTEP OT MHTEPHETA U TOKATBHOMN CETH, M OH K Heil GbLl
MOJIKJIIOYEH.
® Ecin cHMNTOM 3apaKeHHs COCTOUT B TOM, YTO BB HE MOYKETE 3arpy3uThCs C
KCCTKOIO HCKA KOMITbIOTEpa (KOMIBIOTED BBIIAET OLIMOKY, KOIJIA BBl €10
BKJIIO'aeTe ), IONpoOyiiTe 3arpy3uThes B PesKUMeE 3aLUMTHL OT COOEB HITH ¢



AnCKa aBapuHHON 3arpysku Microsoft Windows, KOTOPBIH Bbl CO3aBAIIN MTPU
YCTaHOBKE OlEPALHOHHON CHCTEMBI Ha KOMITbIOTEp.

e Ilpexne yem npeampuHUMAaTEL Kakue-11Go ACUCTBHUsI, COXPAHUTE PE3YIbTATI
Baleid paboThl Ha BHEUTHUI HOCHUTEID (uckery, CD-auck, (urer-xaprty u
np.). f

® YCTaHOBHTE aHTHBHPYCHYIO TPOrpaMmy, €CIu Bbl 3TOI0 €Ie He C/e/allu.

e OO6HOBUTE CHTHATYPY yrpo3 nporpamMmel.  Ecimu 310 BO3MOXHO, mius uX
MOJIYyYeHHA BBIXOIUTE B HHTEPHET HE CO CBOETO KOMIILIOTEPA, a ¢
HE3apa)KEHHOTr0 KOMMbIOTepa Apysed, HHTepHeT-kade, ¢ pabotsr. Jlyuiue
BOCTIOJIL30BATLCS JIDYTHM KOMITBIOTEPOM, MOCKOIBKY MPH MOXKIIOUCHHH K
MHTCPHETY C  3apa)X€HHOTO KOMITLIOTEPA €CTh BEPOSTHOCTE OTITPABKH
BUPYCOM BaKHOW HH(MOPMALUK 30YMBIILTEHHAKAM WITH pacrnpocTtpaHens
BuUpyca no ajpecam Baweid aapecHOM KHuru. MmeHHO MO3TOMY IIpH
TO/IO3PEHHUH Ha 3apajkeHue Jiyqlle BCero Cpas3y OTKITIOYUTHCS OT UHTEPHETA.

e 3anycrurte noaHymwo IPOBEPKY KOMIBIOTEpA

ITpodpnnakruka 3apakenus

Huxakue cample nagexable u Pa3syMHbIC MEpBI HE CMOryT o0OecreuuTs
CTONPOUCHTHYIO 3alIATY OT KOMIBLIOTEPHBIX BHPYCOB M TPOSTHCKMX HporpamMm, HO,
BbIpabOTas g ceOs psiil mpaBuil, Bl CYWECTBCHHO CHM3UTE BEPOATHOCTH BHPYCHOI
aTakpd W CTeNmeHb BO3MOKHOTO yiep6a. OMHUM M3 OCHOBHBIX MeTON0B 00opbOLI ¢
BHpYCaMu - ABIISIETCSl  CBOCBpPEMEHHAs MPOQUIAKTHKA. Kommeiotepuas npodunakruka
COCTOMT U3 HEOOJLIIOTO KONMYECTBA NPABWI, COBIIONEHHE KOTOPBIX 3HAYUTENILHO
CHIZKACT BEPOSITHOCTD 3apaKeHUsl BUPYCOM M IOTEPH KAKUX-THO0 AaHHbIX.

Huxe nepeunciensl ocnoBHble npaBuia 0e30MacHOCTH, BBINOJHEHHE KOTOpPBIX
TI03BOJINT U30€raTh BUPYCHBIX ATaK.

[paBuno Nol: sammrute KOMIBIOTEP. € MOMOLIBIO aHTUBUPYCHLIX NPOrpaMMm M
nporpamm GezonacHoi padoTs B uHTepHete. 171 3Toro:

* besomnararensHo ycranosure AHTUBUPYCHYIO NPOTPaMMY.

e PeryaapHo oOHoBnsiiTe CHTHATYPBIL yIPO3, BXOISLIME B COCTAB [1POrPAMMABL.

LIpaBuiio Ne2: Gyubre OCTOPOHBI TP 3aTTMCH HOBLIX JIAHHBIX HA KOMITBIOTEP:

* Tlposepsiite na npucyrcraue BHPYCOB BCE CheMHBIe NUCKH (auckersr, CD-
AUCKH, ()IeI-KapThl U T1p. ) nepel UX HCIIONB30BaAHUEM.

® OcropoxHO ofpawiaiitech ¢ TOYTOBBIMU coodbmenusamu. He zamyckaiite
HUKaKuX (QaiIoB, NPHILEIUX M0 [OYTE, eCAH Bbl He YBEPEHbl, YTO OHH
AEHCTBUTENIBHO NOMKHBI ObLTH NPUHTH K BaM, [ake eCliM OHH OTIPABJICHSI
BallIMMH 3HAKOMBIMH.

* BHumarensHo oTHOCUTECH K MH(OPMaLIIH, MOTyYaeMoii 13 uHTepHera. Ecan
¢ Kakoro-nnbo seb-caiita sam npennaraercs YCTAHOBUTb HOBYK) 1IDOTPaMMYy,
obparute BHMManue Ha HaTUuHe Y Hee cepTH(UKaTa 6€30MacHOCTH.

® Ecau Bbl KOonupyere u3 MHTEPHETA MM TOKANILHON CETH MCTIONHsIEMBI (hailn,
00A3aTeNLHO MPOBEPHTE ErO ¢ MOMOLLLIO AHTHBHPYCHOH NPOrpaMMBbl.




© DBHUMaTeNbHO OTHOCHTECE K BRIOOPY MOCEIIAEMbIX BAMH HHTEPHET-PECYpCOB.
Hexotopble "3 caliToB 3apakeHbl OMACHBIMH CKPHIIT-BUPYCAMM  WJIH
HHTEPHET-YEPBIMH,

llpaBuno Ne3: momesyiitech cepsucom Windows Update wu peryisipHo
yCTaHaBIIMBaiiTe OOHOBJICHHUS OMEPALIUOHHON cHcTeMbl Microsoft Windows.

[paguno Ned: noxkynaiite 1McTpuGYTHBHBIE KOIHU MPOrPAMMHOTO 00eCTeUeHHrs y
O(QHUIHAJILHBIX TIPOIABLOB.

ITpaBusio NoS: orpanuybpTe Kpyr monei, 10nyIeHHbIX K paboTe Ha BalIem
KOMITBIOTEPE.

IIpaBmio No6: yMEHBLINTE pPUCK HENPUATHBIX TOCAENCTBHH  BOBMOMKHOIO
3apaKeHUs:

¢ (CBOEBPEMEHHO JieNaiiTe pe3epBHOE KOMHPOBAHUE JHAHHBIX.

e Coszpmaifte JMCK  aBapMifHOrO  BOCCTAHOBJIGHMS, C KOTOPOro  1pu
HEOOXOAUMOCTH  MOKHO  GyHET  3arpy3uThes, HCIIONIb3Ys  "uucTyio"
ONEPalMOHHYIO CHCTEMY.

ITpasuno Ne 7: perynsipHo npocmarpuBaiiTe cricok YCTaHOBJICHHBIX IPOrpaMM Ha
BallleM  kommbiorepe.  Jlist  9Toro BBl MOMKeTe  BOCHONB30BATHCS  MYHKTOM
YertaHoska/yanenue mporpamm B TTaHeld HHCTPYMEHTOB MM IPOCTO NPOCMOTPETH
conepxumoc karanora Program Files, karanora asrozarpyskm.

OCHOBHbIE AHTUBHPYCHBIE MPOTPAMMBbI:

1. Norton Antivirus

2. Dr. Web

3 Kaspersky Antivirus
4, NOD 32

) Mc Afee

6. Panda Antivirus



